MHPOopMaLMOHHaA
6e3onacHOCTb NpeanpUATUA
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CoBpemeHHaAa moaenb yrpos3 Ub:

Yrpo3sbi MyT¥ NnpoHUKHOBEHUA MeTtoabl 60pb6bI PaHHee
obHapyxeHue
Kpaxa, OC, 6paysep, NpUIOKEHUA LLindpoBaHMe aaHHbIX, MOHUTOPMWHT,
packpbiTMe aHTuBupyc, Web-punbtpbl,
AAHHbIX GUNBTPbI NPUNOKEHUN AHaNn3 }KypHanos,
DDoS-aTtaku MapuwpyTtusatopsbl, Web-cepsepbil, Yctpouncrtea IPS, Web- .
KommyTaTtopsbl, 6pay3epbi. dbnnbTpbl fipaB/ieHne
MpunoxkeHua, OC 3aKpbITMEM .
YA3BMMOCTEMN,
boTHeTbI OC, bpay3ep, NPUAOKEHUA, 3awwmTa DNS, dunbtpsbl
MEXKCETEBbIE 3KPaHbI, MPUIOKEHUA  MPUNOKEHWUIA, aHTUBUPYC, TecTupoBsaHme
Ha KIMEHTCKUX YCTPOMCTBAX aHTU-ransomware
PuwnHr OC, 6pay3sep, NpUIOKEHUA, 3awmta DNS, dunbtpbl
MEXKCEeTEBbIE 3KPaHbl, MPU/IOXKEHUA  MPUNOKEHUIN, PUNBTPBLI
Ha KIMEHTCKUX YCTPOMCTBAX penyTaymm
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CoBpemeHHaAa moaenb 3alUunThbl:

3awmTta UTM,
LWndpoBaHme

MOHUTOPUHT
MOJEeNU
6e3onacHOCTH

[lopaepraHue
aKTya/IbHOCTWH
Mmoaenu
6e3onacHOCTU
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Unified Threat Management

PuwmnHr Malware DDoS
AHTUBUPYC Beb-pnnbtp saumTa 3awWMTa 3awwmTa

I_I [¥)
BTOPXEHUU

- _/
Y

v’ 3awmTa sBctpoeHa B ASIC (peanbHbii macwTab sBpemeHn)
v’ MNapannenbHasa ob6paboTKa JaHHbIX
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UTM: AHTUBUPYC

KntouyeBblie 0cobeHHOoCTH:

v’ [TOTOKOBbIN XapaKTep

v’ OunbTpauma KoHTeHTa (DLP)

v’ Cepsuc penyTtauum IP

v’ BUpYycCbl, ceTeBble YepBu, TPOAHbI (BKIOYaA apxuBsbl)

v’ BHewHAA necoyHunua (Sandbox)
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UTM: KoHTpOAb NpUNOKEHNN

KnroyeBble ocobeHHOCTU:

v/ BNOKMpoBaTb OoTAe/bHbIe CAYyXKbbl (UaT BKOHTaKTe)
v’ Cepsuc penyTtauum IP

v NogkntoyeHne BHewHen necoyHmubl (Sandbox)
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UTM: lNpenoTtspalleHue
BTOPXeHu (IPS)

KnroyeBble ocobeHHOCTU:

v’ ATaKn Hy/N1€BOro AHA
v O6bHapyxeHne BpegoHOCHOro TpadmKka M aHomanuni

v’ 1o 200 réurt/c
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UTM: Beb-pnnbTpaums
KntoyeBble 0COOEHHOCTMU:
v Ounbrpauma no URL

v OunbTpaLmA Mo CoAepKUMOMY

v’ 3anpeT Ucnosib3oBaHUA aHOHMMaN3epoB
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UTM: Nposepka SSL

KnroyeBble ocobeHHOCTU:

v MHcnekuma aewmndposBaHHoro Tpaduka

v BO3MOKHOCTb BblBMPaTb CaTbl A1 MPOBEPKM
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MexceTeBoun 3KpaH HOBOIO
nokonenma (NGFW)

UTM

AnnapaTHaA peanmsayua
PasmeleHune B ueHTpe JIBC

v’ 3awmTa sBctpoeHa B ASIC (peanbHbii macwTab sBpemeHn)
v’ MNapannenbHasa ob6paboTKa JaHHbIX

000 Ontuman Cuctemc OFPH 1167746349088 UHH 9701037157 / KNN 774301001. 125212, Poccusa, Mocksa, KpoHwrTaarckuii 6ynbsap, 4. 7A,
§ opmuc 511. Ten. +79096914151  +7915-OPTIMAL. Web: http://optimal.systems. Web: http://optimal-systems.ru.  E-mail:
O info@optimal.systems.



mailto:info@optimal.systems

LleHTp ynpaBaeHuA
6e30nacHOCTbIO

v’ [poBepKa KANEHTCKUX YCTPOMNCTB
v YnpasneHue ya3BMmMoCTAMM

v KapaHTuH, 610KMpOBKa

v AHaNun3 }KypHasoB

v AHa/In3 xapaKTepa U BEKTOPOB aTaKu
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[lpoBepKa KIMNEHTCKNX YCTPOWUCTB
(Endpoint Compliance)

v COOTBETCTBME KOPNOPaATUBHOM MNONNTUKE Be30nacHOCTH
v’ YnaneHHoe cKaHMpOBaHMe YCTPOMCTBA

v/ PaboTtaeT Ha Windows, 10S, Android, ARM
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MoHnuTtopuHr Ub: FortiAnalyzer

v C6op TpadurKa 1 KypHanos
v  C6op nHbopmaumm c Forticlient
v MOHUTOPUHT Yyrpo3 1 YA3BUMOCTEN

v’ Co3aaHue oT4yeTos no 6e30nacHoCTu
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FortiAnalyzer: yrpos3bl

Add Filter © B AllDevices~  LastNWeeks~ N Jan 13 To Feb 17
Threat Score ~(O- Critical High Medium Low
8,000,000
7,000,000
6,000,000
5,000,000
4,000,000
3,000,000 -
2,000,000
1,000,000
0 o 1 1 | 1 1 1 | 1 1 1 1 =
Jan1311:00 Jan1611:00 Jan1911:00 Jan2211:00 Jan2511:00 Jan2811:00 Jan3111:00 Feb0311:00 Feb0611:00 Feb0911:00 Feb1211:00 Feb 1511:00
# Threat Category CVEID Threat Level Threat Score( Blocked/  Incidents( Blocked/®
® Allowed) Allowed)
1 Blocked Connection Blocked by Firewall Policy High 29,065,590 968,853
Attempts
2 185.61.93.110 Unrated High 4,320 144
images.wallpaperscraft.ru Other Adult Materials High 30 1
4 Failed Connection Attempts Failed Connection Attempts Low 10,275,125 [ | 2,055,025 =]
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FortiAnalyzer: HGMUMPOBAHHbIE XOCTbI

="= FortiView v

4 | epid=1363 Add Filter (] © M AllDevicesw @ Last30Days~ Jan 18 To
Threats
Top Threats Summary
TR Map End User 192.168.94.131 Verdict
Last Detected 02/11/2019 # of Threats ()
Compromised Hosts Host Name 192.168.94.131
FortiSandbox Detection os
% Device Name KRESTOVSKY_GW1
Traffic
Applications & Websites
VPN
# Detect Pattern Threat Type Threat Name Category Detect Method V # of Events Security Action Log Tyr
= WiFi
1 195.38.182.139 Malware CnC Spyware and infected-ip 3 accept traffic
System Malware
n Endpoints 2 195.38.182.139 Malware CnC Spyware and infected-ip 3 timeout traffic
Malware
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FortiAnalyzer: HGMUMPOBAHHbIE XOCTbI

UL v

ecurity Monitor + Add Widget 8 Dashboard ~

ompramised Hosts Monftos Top Applications - Last 1 Day (Feb 16 2019 - Feb 17 2019)
ulnerabilities Monitor

iFi Monitor 3 3
stem Performance g - = o
lobal Threat Research

reat Detection Timeline

Top Endpoint Vulnerabilities - Last 1 Week (Feb 10 2019 - Feb 17 2019)

Source Vulnerabilities Category

10.31.130.32) 13 | — Applications (13)
al ( 10.15.90.20) 1 = Applications (1)
h(10.31.130.32) 1 Applications (1)
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FortiAnalyzer: ya3BMMOCTM XOCTOB

Security Monitor + Add Widget [ Dashboard v 2 Refresh N
S User Vulnerabilities Summary - Last 1 Week (Feb 10 2019 - Feb 17 2019)
Vulnerabilities Monitor

WiFi Monitor

System Performance

Global Threat Research

Threat Detection Timeline
Host Name

IP Address 1.130.32
MAC Addresses 8c:16:45:89:4c:a7

Applicatio

Critical Vulnerabilities - Last 1 Week (Feb 10 2019 - Feb 17 2019)
Vulnerability Name Security Vulnerability CVE-2018-3183 in Oracle JRE

B Description

Supported versions that are affected are Java SE: 8u182 and 11; Java SE Embedded: 8u181; JRockit: R28.3.19. Difficult to exploit
VideoLAN Security Advisory 1601 Critical allows unauthenticated attacker with network access via multiple protocols to compromise Java SE, Java SE Embedded, JRockit. W
- vulnerability is in Java SE, Java SE Embedded, JRockit, attacks may significantly impact additional products. Successful attacks of th
vulnerability can result in takeover of Java SE, Java SE Embedded, JRockit. Note: This vulnerability applies to Java deployments, typ|
clients running sandboxed Java Web Start applications or sandboxed Java applets (in Java SE 8), that load and run untrusted code (
comes from the internet) and rely on the Java sandbox for security. This vulnerability can also be exploited by using APIs in the speq
Component, e.g., through a web service which supplies data to the APIs.

3% Affected Products

Java JRE

A Impact

Vulnerability in the Java SE, Java SE Embedded, JRockit component of Oracle Java SE (subcomponent: Scripting).
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FortiAnalyzer: »

Event Manager

[ Event Monitor

&3 All Events

&l Calendar View

& Customn View

= Event Handler List
&l Incidents

&l All Incidents

15 Incident Settings

£= FortiGate Event Handlers

Add Filter

vl 2 Refresh

o #

ooooooooooooooooooooooooao
1]

Event

~ Admin login failed {24)

logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...
logdesc:Admin login fail...

Event Statu Event Type

E Event
E Event
E Event
E Event
= Event
E Event
E Event
& Event
E Event
E Event
E Event
E Event
E Event
& Event
E Event
= Event
E Event
E Event
E Event
E Event
E Event
& Event
E Event
E Event

DHabl cCOObITUN

O Last 1 Day ~

Count Severity

14
12

32

14

12

11
26
10
10
20

Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

" Expand All

First Occurrence

2019-02-17 21:03:12
2019-02-17 19:11:23
2019-02-17 19:00:40
2019-02-17 17:06:16
2019-02-17 17:03:40
2019-02-17 15:03:41
2019-02-17 15:12:43
2019-02-17 13:29:51
2019-02-17 13:23:05
2019-02-17 11:28:25
2019-02-17 11:34:55
2019-02-17 09:15:29
2019-02-17 09:14:44
2019-02-17 07:27:00
2019-02-17 07:15:00
2019-02-17 05:16:00
2019-02-17 05:25:39
2019-02-17 03:00:29
2019-02-17 03:21:34
2019-02-17 01:16:07
2019-02-17 01:31:44
2019-02-16 23:00:54
2019-02-16 23:49:50
2019-02-16 21:40:50

O Show Acknowledged

¥ Last Update

2019-02-17 21:03:12
2019-02-17 20:58:48
2019-02-17 20:54:18
2019-02-17 18:53:22
2019-02-17 18:34:24
2019-02-17 16:59:44
2019-02-17 16:56:47
2019-02-17 14:44:14
2019-02-17 14:37:21
2019-02-17 12:55:44
2019-02-17 12:52:56
2019-02-17 10:51:09
2019-02-17 10:50:05
2019-02-17 08:56:15
2019-02-17 08:42:30
2019-02-17 06:57:47
2019-02-17 06:57:17
2019-02-17 04:56:53
2019-02-17 04:43:46
2019-02-17 02:57:04
2019-02-17 02:28:18
2019-02-17 00:43:29
2019-02-17 00:42:08
2019-02-16 22:28:01

Additional Info

Administrator admin login f...
Administrator admin login f...
Administrator admin login f...

Administrator root login fail...

Administrator admin login f...

Administrator root login fail...

Administrator admin login f...
Administrator admin login f...
Administrator admin login f...
Administrator admin login f...
Administrator admin login f...

Administrator root login fail...

Administrator test login fail...
Administrator admin login f...
Administrator admin login f...

Administrator root login fail...

Administrator admin login f...
Administrator admin login f...
Administrator admin login f...

Administrator user login fail...

Administrator admin login f...

Administrator root login fail...

Administrator admin login f...
Administrator admin login f...

Handler

FOS Event Log Higher Than_..
FOS Event Log Higher Than_..
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than_..
FOS Event Log Higher Than_..
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than_..
FOS Event Log Higher Than_..
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than_..
FOS Event Log Higher Than_..
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than...
FOS Event Log Higher Than_..
FOS Event Log Higher Than_..
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FortiAnalyzer: HacTpanBaemble OTYETHI
== || || ||
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FortiAnalyzer: CooTBeTcTBME NONUTUKE
6e3onacHoOCTU

dyHKumnAa Compliance — nposepka npasua paboTbl B
CeTu.

v’ MpasunbHble Bepcun MO 1 06HOBEHUA

v’ Beb-punbrpauma Tpadmka

v Ounbrpaumna UTM

v BcTpoeHHbI KaneHT VPN

v’ 3alLmMTa OT SKCNIOMNTOB

' iOS l'l
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000 «Ontuman Cuctemc»

KntoyeBble 0cObeHHOCTU:

v KOHLEHTpaLMA Ha BbICOKOTEXHONOMMYHbIX MPOEKTaX
v ONTMMM3aLMA PacXoa0B 3aKa3umnKka

v’ BbICTpOTa pearnpoBaHmA

v K1MeHTooOpUeHTUPOBaHHOCTb
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[leATenbHOCTb

v CTPOUTENBCTBO MHPOPMALIMOHHbIX
CCTeM.
v MpoeKTnposBaHue
v MOHTax
v MNoaaepka
v TeHnoapAan
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Cuctemsl

I\/Io6|/|anOCTb
YnpasneHue

CBAa3b
BunoeocteHa pEeCT

NHTepHeT
MynbTrpym Wi-Fi Jabber P

I_TE BY O Antl Malware

BuoeoHabnwoeHne

go2.1x 0T KNX
B OE0CBS3benconns Femtocells

AHaNINTNKa
Tenemetpus

P
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PaboTta c aMaepamm pbiHKa

Gartner MQ/18 — mexceTeBble Gartner MQ'18 — 3awuTa
3KPaHbl HOBOTO NOKO/IEHUSA OKOHEYHbIX YCTPOMCTB
(NGFW)

N N

v Palo Alto
v’ Fortinet

v" Cisco

v Check Point

v Fortinet
v’ Cisco
v" Check Point
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KOHTaKTbI

v'+7 909 691 41 51

v'+7 915 OPTIMAL

v info@optimal.systems
v'Web: https://optimal.systems

‘/ Fa ce bOO k: https://www.facebook.com/optimal.systems.moscow/
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